Can Two Routers Be Used on the Same Home Network?
Question: Can Two Routers Be Used on the Same Home Network?
You or your family may be considering purchasing a new home network router to upgrade from an older one. Or perhaps you have a very large home network already and are wondering whether a second router can improve performance.
Answer: It is technically possible to utilize two routers on the same home network. The benefits of a two router network include: 
· supports more devices - if your first router is a wired Ethernet router, it supports only a limited number of connected devices (typically only four or five). A second router provides more open ports allowing additional computers to join the network.
· can simply hybrid network setups - if you have a wired home network and want to connect some new WiFi devices to it, installing a wireless router as the second router allows those devices to connect while allowing the rest of the network to remain on Ethernet.
· wireless range / reach - adding a second wireless router to a WiFi network can extend the reach of your network to accommodate far away devices.
· network isolation - If you heavily utilize the network connection between certain computers (such as frequent large file transfers, or LAN gaming), installing those computers to use one router, isolates the network traffic from affecting the other router and all of its attached devices. 
Installing a Two Router Network
Installing a router to work as the second one on a home network requires special configuration. Do the following on the second router to ensure it (and the devices attached) function properly: 
1. Connect as local device or bridge - If connecting the second router via Ethernet cable, plug it into one of the LAN ports on the first router. If connecting the second router wirelessly, ensure the second router is set for client mode. Note that some home wireless routers do not support client mode; these must be connected by cable. Check your router documentation for details on its client mode configuration support.

2. Check / change IP address - Most home network routers use a default IP address setting. Often, these default IP addresses will not work in a two router environment. Check the second router's IP address value and reset it if necessary to work within the valid address range of the first router (and to not conflict with any other device on the network).

3. Disable DHCP - To avoid IP address conflicts between all of the devices on the home network, only one of your two routers should assign addresses via DHCP. All mainstream routers provide an option to disable DHCP as part of the router's configuration screens.
Instead of adding a second wired router to an existing network, consider adding a network switch instead. A switch accomplishes the same goal of extending the size of a network, but it does not require any IP address or DHCP configuration, greatly simplifying configuration.



Multi-NAT Router Networks
Configuration Details 
	NAT router default settings are designed to allow a router (one router) to be dropped into an existing network — inserted between a cable or DSL modem and the computer it was previously connected to — without requiring any configuration changes of any equipment — modem, router, or computer. But when multiple NAT routers will be used to create more complex network topologies, some customization is usually needed. 
A bit more understanding of NAT router operation will clarify what's going on and guide you toward making the required router configuration changes needed to create more complex networks. 
What is a Router ? 
Stated as clearly as possible: A router is a device used to interconnect separate networks of computers. The individual destination addresses of packets of data arriving at the router are examined and compared to the address ranges of the networks to which the router is connected. If a packet of data is addressed to a machine on another network, the router will briefly assume responsibility for that packet by "routing it" (re-transmitting it) out of the appropriate network connection interface. 
In the case of small "two-interface" personal and small office routers, the router is responsible for "routing" traffic between the machines that are NOT in our network and the machines that ARE in our network: 


[image: http://www.grc.com/image/router.gif]
	Computers communicating with each other on the same Ethernet network, address and send their data packets directly to each other through an Ethernet switch or hub. But as we saw above, packets addressed to computers that are NOT located on the same local network need to be "routed" to a foreign network. 
Packets addressed to machines outside of our local network are sent to the local network's "Gateway". Each local network has a "Gateway IP" which is an IP address within the local network's address range. The Ethernet interface with this IP receives any packets that are addressed to any IP outside of our local network. Since our local NAT router serves as the "gateway" for our LAN, the IP address of its LAN interface is known to every computer on the LAN, and it is to that gateway interface that all non-local packets are sent.


[image: http://www.grc.com/image/ethernet.gif]
	There are two key facts to focus on here:
[image: http://www.grc.com/image/transpixel.gif]
[image: http://www.grc.com/image/textbullet.gif] Computers on a LAN determine whether the destination IP of packets they are sending lies within their LAN's address range. If so, the packet is sent directly to the Ethernet interface of the machine having that IP. But if the destination address of the packet falls outside of the LAN's address range, the packet is sent to the network's gateway Ethernet interface for "routing" toward its destination network. 
[image: http://www.grc.com/image/textbullet.gif] Packets arriving at the router's LAN interface with a destination IP falling outside of the LAN's address range are "routed" out of the router's WAN interface. 
What is DHCP ? 
D.H.C.P. stands for Dynamic Host Configuration Protocol. It is a very slick means by which any computer wanting to participate on a local area network can be automatically assigned an available (not currently in use) IP address and provided with all other important local area network information, such as the IP address of the LAN's gateway interface. 
When a computer's network interface has been configured to "obtain its IP address automatically", it sends a "broadcast" throughout the local LAN using a special Ethernet broadcast address which it can use without knowing anything else about the local network's configuration. A listening DHCP server — in this case running and waiting patiently in our NAT router — answers these crys for help by replying with all the specific LAN settings each computer needs to communicate locally and globally. In this fashion, the configuration of individual machines is handled automatically. 
NAT Routers are usually also DHCP clients too. 
As we've seen, NAT routers contain a DHCP server that is used to automatically configure their client computers on the LAN. But many NAT routers are also DHCP clients of the public Internet ISP. 
When the NAT router is powered up, it broadcasts its own DHCP query out of its WAN-side network interface asking the Internet ISP to assign it an available public Internet IP address and to provide it with any other information it will need for communicating over the ISP's network. 
This comes into play in "multi-router networks" since the "internal" NAT router will be a DHCP server to the client machines on its LAN, and it will simultaneously be a DHCP client to the external NAT router which serves as its DHCP server.


[image: http://www.grc.com/image/dhcp.gif]
	Public and Private IPs 
The scientists and engineers who designed Internet predicted that non-public private networks of machines might want to use the same "IP" Internet Protocol as was used by the global public Internetwork. They realized that "address collision" problems would quickly arise if machines on private "intranets" were using the same IP addresses as machines on the public Internet. If the public and private networks were ever interconnected address ambiguities would arise for the private machines. 
To prevent the possibility of public and private IP address collisions, three large ranges of Internet addresses were reserved and set aside in advance for use by private networks:



	Network Designation
	First Address
	Last Address
	Number of Addresses

	192.168.0.0/16
	192.168.0.0
	192.168.255.255
	65,536

	172.16.0.0/12
	172.16.0.0
	172.31.255.255
	1,048,576

	10.0.0.0/8
	10.0.0.0
	10.255.255.255
	16,777,216



	The IP addresses within these three ranges are forbidden for use on the public Internet. They can, therefore, be freely used, and re-used, within any private network without fear that any machine on the public Internet might be using the same IP as one on a private network. 
In terms of your own NAT router configuration, this means that whatever you do, you will want to be certain that your NAT router(s) translate their public WAN-side IP into LAN sub-networks that fall completely within these private IP ranges. This also means that you are free to use any of the IP address ranges shown above which your NAT router's configuration options will allow. 

[image: http://www.grc.com/image/darkredpixel.gif]
[image: http://www.grc.com/image/transpixel.gif]
Putting it all together . . . 
We can distill all of the information above into three simple rules: 
[image: http://www.grc.com/image/textbullet.gif] Unless your ISP requires non-DHCP configuration for your primary external NAT router, or you have special needs for establishing fixed addresses for specific machines within your network, you may use your NAT router's built-in DHCP server and client to automatically assign and establish all IP addresses within your network. 
[image: http://www.grc.com/image/textbullet.gif] Every NAT router must be configured to use blocks of non-public, private IP addresses shown in the table above. 
[image: http://www.grc.com/image/textbullet.gif] Routers decide whether to route local data packets "upstream", out of their WAN port based upon whether or not the packet's destination IP address falls within the local LAN address range. Therefore, the IP address assigned to a router's WAN port must lie outside the address range the router is using for its LAN-side addresses. 
Following these two simple rules, a typical two-router configuration could be setup with the external NAT router configured to issue LAN addresses in the 192.168.1.* range and the internal router configured to issue its LAN addresses from the non-overlapping range 192.168.2.*. 
Since the internal router's DHCP client would receive an address for its WAN port from the external router's LAN range (192.168.1.*), no address it receives — where the third address byte is "1" — could possibly conflict with any of the 192.168.2.* addresses it will be assigning to its own machines. Therefore the internal router will always be able to determine whether data packets are bound for other machines within its LAN, or need to be "routed" out of its WAN port. 
If your routers allow the third number of their LAN networks to be user-specified and configured (as all routers we've seen do), while assigning the final address byte automatically as needed, you can sequentially and uniquely number every NAT router within your network (of any complexity), and use that number as the third address byte assigned to machines within that router's LAN network. In this way, EVERY computer will have a unique private address, none of the private LAN networks will be overlapping, and there will never be any collision with the Internet's public IP space. 
Making the electrical connection 
Standard Ethernet network cables with standard "RJ-45" Male connectors are wired "straight through". This means that pin 1 at one end is wired to pin 1 at the other end, pin 2 connects to pin 2, and so on for all eight pins. This means that pins which connect to signal outputs at one end of the cable need to connect to signal inputs at the other. This is handled automatically for users by having their RJ-45 Female counterparts available in two different signal arrangements: 
PC Ethernet adapters uniformly use one set of pins for inputs and outputs (we'll call it "A-style"), and Ethernet switches and hubs deliberately use the reverse arrangement ("B-style"). This allows PC adapters (A) to be plugged directly into switches and hubs (B) with "straight through" cables. 
Since a NAT router's LAN ports are meant to be plugged directly into PCs (A), the router's LAN-side connections have the arrangement of switches and hubs (B). But since a NAT router's WAN port is meant to emulate and take the place of a single PC, its WAN-side connection is that of a PC (A!). This conveniently means that the WAN connection from internal NAT routers, which appear to be PCs, can be plugged directly into the LAN ports of another (external) NAT router using a standard "straight through" Ethernet cable.


[image: http://www.grc.com/image/natconn.gif]
	So long as you have configured each NAT router on your network to have different and "non-overlapping" WAN-side and LAN-side networks, all of the DHCP clients and servers should interact correctly, and packets should all be routed exactly the way you want.


















We often hear from people who have two (or more!) routers in their LAN and are trying to get Microsoft File and Printer sharing running among all their computers. This ProblemSolver will explain why this doesn't work by default and provide some suggestions for working around the problem.
Setting Up
Figure 1 shows a two-router LAN configuration that I'll use as an example. This isn't the only configuration possible, but it will serve to illustrate the points I'll be making.
[image: http://img.tomshardware.com/us/myimages/howto/two_routers.jpg]
Figure 1: Example of LAN with two routers
First, note that the two routers are set to different base addresses - the wired router to 192.168.1.1 and the wireless router to 192.168.2.1. This is essential for multi-router setups, since without the different address ranges, the routers wouldn't be able to properly build their routing tables. These tables control the way that data is handled and ensure that it is sent to the correct router for delivery to its connected clients. The use of different base addresses puts each router's attached clients into different Class C subnets.
[image: http://img.tomshardware.com/us/myimages/tip_hp.gif]TIP: Class C subnets have a maximum of 254 IP addresses, have the same first three "octets" in their addresses (ex. 192.168.3.X) and use a subnet mask of 255.255.255.0.
Next, note that the second router (the wireless) has its WAN port connected to one of the wired router's LAN ports via a normal UTP patch cable, and that it has an IP address in the first router's range. I've shown the wireless router's WAN IP as 192.168.1.100, but it could be any IP address in the 192.168.1.X subnet.
[image: http://img.tomshardware.com/us/myimages/tip_hp.gif]TIP: You don't have to use the 192.168.X subnets shown in the example. You can use any two private IP address ranges as long as they are different.
Note also that you can either assign the second router's WAN IP statically, or just set it to be a DHCP client (obtain automatically). I suggest the latter option, since if you enter the IP address info manually, you'll need to include the Gateway and DNS information, which you might have trouble figuring out.
Connecting two SOHO broadband routers together.

Configure the IP address of the secondary router to be in the same subnet as the primary router, but out of the range of the DHCP server in the primary router. For instance DHCP server addresses 192.168.0.2 through 192.168.0.100, I'd assign the secondary router 192.168.0.254 as it's IP address.

Disable the DHCP server in the secondary router.

Setup the wireless section just the way you would if it was the primary router.

Connect from the primary router's LAN port to one of the LAN ports on the secondary router. If there is no uplink port and neither of the routers have auto-sensing ports, use a cross-over cable. Leave the WAN port unconnected!

This is a common issue and I answered the question probably more than a hundred times thus I put it into a new thread to which I can simply link from now on... Please do not post a reply in this thread if you have a problem setting it up. Post a NEW thread instead. This thread would explode if everybody would post in here...

You have one router running in your network. This router connects to the internet. Now you want to hook up a second router (e.g. a wireless router to have wireless access) in your network connecting both with an ethernet cable. The following is in most cases the best approach for home networks. You'll find similar answers with some screenshots in the Linksys Easy Answers, e.g. 4579





The setup:

1. Unplug the second router from anything. Connect a single computer to the router. Do not connect the second router to the first at the moment!

2. Configure the router at http://192.168.1.1/

3. Change the LAN IP address of the second router from 192.168.1.1 to a free address in your LAN (e.g. 192.168.1.2 should be O.K. if the first router is also a Linksys router). The address you change to (192.168.1.2) must not be used by any other device with static IP address in your network nor should be assigned by the DHCP server your network. A default Linksys router uses 192.168.1.1 itself and the DHCP server assigns 192.168.1.100-149.

4. Turn off the DHCP server on the second router.

5. Save the setting.

6. Unplug the computer from the second router.

7. Connect an ethernet cable from a numbered LAN port of the first router to a numbered LAN port of the second router. Do not use the Internet/WAN port on the second router!

8. That's it! If you don't know or don't want to know more about networking you don't have to read the rest here.

What do you have now?

The second router is connected through a LAN port to your existing network. This basically means that the router part of the device is actually not used. So you have a router device that you don't operate as router in your network. Whatever you connect to the second router either through one of the remaining LAN ports or through a wireless if it has one, is directly connected to your LAN. Devices connected to the second router use the DHCP server of the first router to get an IP address. They use the first router directly for internet access. Everything is connected to a single larger ethernet network. Everything is in a single "broadcast" domain.

If the second router is not a wireless one, you basically have a few more ports in your network. In that case it might have been cheaper to get a simple switch/hub instead to extend your network.

Please remember: as the second router is not connected through the Internet/WAN port many configurations and functions of the second router won't work simply because they require an internet connection on the router itself. Some examples are: access restrictions, dynamic DNS service, port forwardings, MAC address clone, the firewall... All these things must be configured on the first router and only there.

Why is this better than connecting the second router with the Internet port?

A router is a separating network element. It separates two networks and allows certain traffic to cross. Sometimes this is necessary in a network setup but for most home networks it only creates a lot of obstacles.

1. In default Gateway mode the second router does network address translation (NAT). This means computers connected to the second router can connect to computers connected to the first router but not in the opposite direction.

2. If you use Router mode on the second router: you have to configure "routes" on the first router and possibly your computer connected to the first router so that IP packets find their way into the subnet of the second router.

3. You have two separate ethernet networks and thus two "broadcast" domains. A broadcast in the first router's subnet reaches all computers connected there. The same applies to the second router. A broadcast will never cross the second router, though. This is an obstacle for applications that depend on broadcasting to locate other computers and services. Windows file and printer sharing is one example here. With the second router in between, computers on one side do not know about computers on the other side. You cannot search your workgroup for the computer on the other side even when they use the identical workgroup name. You will be able to access the other computer using the IP address directly (e.g. \\192.168.1.100\share) but that's usually a hassle and the IP address may change if it is assigned by the DHCP server to the computer. There are ways to deal with some of these issues (e.g. save the host names in lmhosts files...) but all this requires more effort and attention to keep everything up-to-date.

4. Port forwardings become more complicated. If you need a port forwarding (i.e. you want a port on a computer in your network to be accessible from the internet) on a computer connected to the second router you have to setup two forwardings: one on the first router to the second router and one on the second router to the computer.

5. If you have two wireless routers: you cannot roam between both routers without loosing the connection. This is simply because if a wireless computers moves from one router to the other it needs a different IP address.

6. The whole configuration becomes more complicated: you always have to think about where to configure what, e.g. dynamic DNS service, access restrictions, ...

Bottom line: unless you have good reasons why you must have some computers separated from the other computers in your network, there is no good reason to in a home network to do so. For normal home networking with simple to use file and printer sharing it is better to connect the second router as suggested in this post...
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